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Introduction
AWS IoT Core lets you connect IoT devices to the AWS cloud without the need to provision or manage
servers. AWS IoT Core can support billions of devices and trillions of messages, and can process and
route those messages to AWS endpoints and to other devices reliably and securely. With AWS IoT Core,
your applications can keep track of and communicate with all your devices, all the time, even when they
aren’t connected.

Whether it is in the context of industrial IoT or in connected homes, gateways are present in most
architectural discussions. Now, we will show you how to implement the N510 MQTT gateway ‘Bridge’
capability to setup bi-directional exchange of data with AWS IoT Core through MQTT messages. This will
enable your devices to communicate locally with the N510 gateway and with AWS IoT Core to benefit
from the power of the AWS Cloud.

Prerequisites
 AWS cloud platform account
 USR-N510-H7 edge computing gateway

o Firmware version V1.0.3 S or later
o Hardware version N510-H7

 Network cable/serial port cable
 Setup software

o EthernetTool-H7.exe
https://www.pusr.com/support/downloads/USR-Ethernet-Tool.html
Please contact our sales for more ordering information.

https://www.pusr.com/support/downloads/USR-Ethernet-Tool.html
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1. Environment Preparation

1.1. Configuring the AWS IoT
If you have configured the things, policy, and certificate in the AWS IoT console, go to 1.2 Configuring the
N510-H7 gateway. Otherwise, perform the following steps to configure the AWS IoT console.
Visit https://aws.amazon.com/, log in to the IoT console, and choose IoT Core.

The following page appears after you log in to IoT Core

https://github.com/inhandnet/InGateway-app-EN/blob/master/AWSIoT-EN.md
https://aws.amazon.com/
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1.1.1. Creating Things

Step 1: Choose Manage > Things and click Create.

Step 2: Click Create a single thing.
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Step 3: Set the thing name, for example, USR-N510, retain the default values for other parameters and
then click Next.

Step 4: Click Create certificate.
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Step 5: After the certificate is created, you need to download the certificate for this thing, the private key,
and the root CA of the AWS IoT, activate the certificate and then click Done.
Note: Ensure the Certificate is "Active", otherwise activate it under ACTIONS in Things > Your Certificate >
Security.

Step 6: After you download “root CA”, you will be lead to AWS IoT Developer Guide. Please find
“Security > Authentication > Server Authentication” on the left. You should read through the guide. Then
click “Amazon Root CA 1” and copy the code to create a ca.pem. Keep these certificates in a folder for
later use.
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After the thing is created, the following page is displayed
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1.1.2. Creating the Policy

Step 1: Choose Secure > Policies and click Create.

Step 2: On the Create a policy page, enter the policy name, configure the policy by referring to the
following settings, and then click Create. This policy allows all clients to connect to the AWS IoT.

 Enter iot:* in the Action text box.
 Enter * in the Resource ARN text box.
 Select Allow for Effect.
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After the policy is created, the following page is displayed

1.1.3. Configuring the Certificate

We already have a client certificate for our gateway, this certificate is associated with an IoT policy. This
IoT policy will give permissions to the gateway to connect to AWS IoT Core and publish/subscribe to any
topic (this policy must be further restricted to match your usage appropriately).
Choose Secure > Certificates. The following page is displayed
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Step 1: Attaching a policy
Click ... to the right of the certificate and choose Attach policy to attach a policy to the certificate.

Select the policy that you have created, and click Attach.
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After the policy is attached, the following page is displayed

Step 2: Attaching a thing
Click ... to the right of the certificate and choose Attach thing to attach a thing to the certificate.
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Select the thing that you have created, and click Attach.

After the thing is attached, the following page is displayed
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The preparation of the AWS IoT environment is completed.

1.2. Configuring the N510-H7 gateway

1.2.1. Hardware wiring

Step 1: Connect N510 to PC via a net cable. Power on N510 and check the status of the device.The LED
indicator would help:
Power: always on after power on
Work: blinking after system start.
Step 2: Connect N510 to PC via a serial port cable.The following figure describes how to connect serial
port terminals of N510.
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Item Default Parameter
User name admin
Password admin
IP 192.168.0.7
Subnet mask 255.255.255.0
Network segment 192.168.0.1
Work mode TCP Server
Local port 8899
Baud rate 115200
Parameter None/8/1

1.2.2. Basic Configuring

Step 1: Set the PC’s IP address to be on the same subnet with N510. By default, the IP address of N510 is
192.168.0.7.Set a fixed IP address.Select Use the following IP address, enter an IP address (By default,any
from 192.168.0.2 to 192.168.0.254 except 192.168.0.7), subnet mask (By default,255.255.255.0), default
gateway (By default,192.168.0.1), and DNS server address, and click OK.
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Step 2: Launch the browser on the PC and access the IP address of N510（192.168.0.7 for default）. Enter
the login user name and password. The default user name and password are admin and admin
respectively.
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Step 3: After successful login, you can see the web page as shown below

Step 4: To change the user name and password for logging in to the web management interface of N510,
choose Miscellaneous page and set the new user name and password.
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Step 5: To change the IP address of N510, choose Network Settings page to configure network
parameters. Now we have change the Method of IP obtaining to DHCP in order to connect N510 to the
internet by a router or switch with net cable. All parameter Settings take effect after restart.

Step 6: Put N510 and PC in the same subnet segment,e.g. under same router or switch. Open the setup
software. You can download this software from
https://www.pusr.com/support/downloads/USR-Ethernet-Tool.html

https://www.pusr.com/support/downloads/USR-Ethernet-Tool.html
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Click Search, you will find the N510,and configure it easily.

1.2.3. Upgrade the Software

To obtain the latest software version of N510 and updated functions, contact the technical support center
or our sales. To update the N510 software version, do as follows.
Choose System > Firmware Upgrade. Select a firmware file and click Flash. After the update is completed,
you are prompted to Restore Factory Defaults to apply the new firmware. Reopen the web server to
continue.
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1.2.4. Serial port configuration

In the serial port setting module, you can configure communication parameters for the serial ports RS485
and RS232, as shown in the figure below. We now configure the gateway's serial port to operate as
required for the attached devices. Go to the Port1 Settings tab and enter the following settings.

Before you test the data, connect N510 and PC with a USB to serial port cable, and keep parameters
consistent.

2. Message Publishing and Subscription
The topics that start with a dollar sign ($) are reserved for the AWS IoT. You can subscribe to and publish
messages to these topics. However, you cannot create topics with a “$” prefix. Prohibited message
publishing or subscription for the reserved topics may cause connection failures. For details about the
topics reserved for the AWS IoT, see Reserved Topics.

2.1. Connecting to the AWS IoT
Step 1: Open the built-in web server of N510, then choose Upload Certificates menu. Upload the files you
downloaded in 1.1.1 Creating Things Step 5 and Step6.
Import “AmazonRootCA1.pem” to “SERVER CA File”, “certificate.pem” to “Client CA File” and
“private.pem.key” to “Client Private Key”. Client Key Password: any string. Click “Save” to make changes
take effect.

https://docs.aws.amazon.com/zh_cn/iot/latest/developerguide/reserved-topics.html
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Step 2: MQTT broker profile settings.
The following is a configuration example

The parameters are described as follows:
Broker Address: Endpoint address of the AWS IoT, which can be obtained from the Settings page of the
AWS IoT.
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Remote Port:8883 default for AWS IoT.
User credentials: checked.
Username and password: any string. These items are not used in MQTT connection.
Client ID: any unique ID.
Encryption mode: select SSL V1.2
Verification method: verify all.
Use the default values for other parameters.
Click “Save” to make changes take effect. All parameter Settings take effect after restart.
The N510 gateway has now restarted and has already connected to AWS IoT Core in the background.

If something goes wrong, you can check N510 settings or contact USR IOT technical support for help.
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2.2. Publishing Messages to the AWS IoT
Step 1: Configure the message to be published.
Choose MQTT -> Topic Publish and add the message to be published. The following figure shows the
configuration

The message publishing parameters are described as follows:
Transmission mode:

1 transparent transmission,just as its name implies,the gateway does not process any data,forward
the data directly.

2 Topic distribution,in this mode users should define a distribution header when configuring the
topic. After receiving serial port data, the device pushes it to the associated topics based on the
identifiers(headers). Different topics are allowed to have the same identifier(header). In this way, data is
pushed to all topics with the same header. Header and payload are separated by comma.For example,
header,{"message": "Hello from USR-N510 gateway"} as serial data.

3 Specified topic,add topic, Qos(0,1,2), retain(ON,OFF) message before payload. After receiving
the serial data, N510 publishes the payload of the corresponding topic to cloud according to rules. This
method can be used to publish any topic at any time. For example, awsiot/test,0,ON,{"message": "Hello
from USR-N510 gateway"} as serial data.
Topic string: publication topic, which must be consistent with the topic that the MQTT server subscribes
to.
QoS: publication QoS, which is recommended to be consistent with that of the MQTT server.
 0: The message is sent only once, without retry.
 1: The message is sent at least once to ensure that it reaches the MQTT server.
 2: The message is sent exactly once.This level guarantees that each message is received only once by

the intended recipients.
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Message Retain: The broker stores the last retained message and the corresponding QoS for that topic.
Each client that subscribes to a topic pattern that matches the topic of the retained message receives the
retained message immediately after they subscribe.

Step 2: Subscribe to messages in the AWS IoT.
We will check that the topic is functioning properly, meaning that messages will be forwarded from the
N510 gateway to AWS IoT Core.
Choose AWS IoT > Test and enter the N510 publication topic in the Subscription topic text box. As an
example, the topic is awsiot/test and click on Subscribe to topic.

Step 3: View the messages that the AWS IoT receives.
After subscribing to the topic, you can view the message content under the topic.
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2.3. Subscribing to AWS IoT Messages
Step 1: Configure the message for subscription.
Choose MQTT -> Topic Subscribe and add the message to be published. The following figure shows the
configuration:

The message subscription parameters are described as follows:
Transmissions mode:The data printed to the serial port can be set whether to carry the Topic
Topic string:Subscription topic, which must be consistent with the data topic published by the MQTT
server.
QoS: subscription QoS. The default value is 0.

Step 2: Publish messages in the AWS IoT.
Choose AWS IoT > Test and enter the N510 subscription topic in the Publish to topic text box. As an
example, the topic is awsiot/send.

Step 3: View the messages that the AWS IoT publishes.
After the AWS IoT publishes messages, you can view the received messages in the data log of the Uart
Assistant.
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2.4. Data Collecting Configuration
N510 allows users to collect,process and upload data to the cloud conveniently and plays the role of
transforming serial ModbusRTU data into Json format and MQTT protocol.
It defines how the serial data received by N510 be packaged when uploads it to AWS IoT Cloud.
Choose JSON and Enable the JSON functions. We can define payload structure in JSON Template.
Reporting method:
 Periodic: Collect the variable data at the poll interval and report the data at the report interval.
 Value update: Collect the variable data at the poll interval and report the data only when the data

changes .
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2.4.1. Add a variable

On the Packet Forwarding page, click NODE1, and configure the variable parameters in the pop-up box
for adding variables.
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Key-Value Pairs: The variable name. (The variable name must be unique in the same device.)The value
must be the same as a key value pair in the template.
Register Address: The variable register address.The configuration is based on hexadecimal data.e.g.
Function code:supports reading coils and register,code 1,2,3,4
Data format: The variable data type, including:
 16-bit unsigned character.
 16-bit signed character.
 32-bit unsigned character.
 32-bit signed character.
 32-bit floating point.
 STRING: The string length when the data type is STRING.A maximum of 32 can be supported.
Decimal Digits: The number of decimal places of the variable when the data type is FLOAT. The maximum
value is 6.
Unit: The variable unit.
String Filling Padding:Data collection length error, verification error, slave address error, collection timeout
will be filled with string set as key value into the template.
We use Modbus slave software to imitate the serial terminal device. In the cloud, we can see the
packaged data in JSON format.

3. Connecting a energy meter to AWS IoT
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In this tutorial, we will set up a Energy Meter as a Modbus RTU slave and interface to our N510 gateway
Modbus master.
The gateway is able to support up to 32 Modbus devices, including meters and remote I/O terminal. The
standard industrial Modbus/RTU protocol runs on serial RS-485 interface, providing a robust & reliable
interface.

Above shows the Serial RS-485 connection usually implemented using shielded twisted pair cable.
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All slave devices connected on the RS-485 network must each have a unique address ranging from 1 to
247. Also make sure that the baudrate and parity for all slave devices and master must be the same. Use
the front display/button to set the serial parameters.

Our gateway map the required Modbus registers to be read during each polling cycle. This flexibility
allows wide compatibility with most Modbus RTU devices from different manufacturers.

we will be referencing the Modbus register table from the product user manual (see sample above).we
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are configuring to read
 Current (A) register from meter Modbus register address , 3000 (Schneider mandates a -1 offset) and

name Key-Value Pairs, as "Current":"data2".
 Votage (V) register from meter Modbus register address , 3028 (Schneider mandates a -1 offset) and

name Key-Value Pairs, as "Voltage":"data1".
 Active Power(V) register from meter Modbus register address , 3054 (Schneider mandates a -1 offset)

and name Key-Value Pairs, as "ActivePower":"data3".
The gateway is able to apply a customer formula to match the requirements of their cloud service.
We will now configure the gateway's serial port to operate as required for the attached Modbus
devices. Go to the Port1 Settings tab and enter the following settings.

Then, go to the Packet Forwarding menu to enable Json and do the polling configuration as required by
the user. Please refer to previous sections for how to connect N510 to AWT IOT service and data
collecting.
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After these settings are done, restart the gateway. Now that the connectivity between the Schneider
meter and the N510 gateway has been set, we will then look at getting the data onto a designated cloud
service. Next go back to go your AWS IoT console and subscribe to the Topic to "Test" that data is being
received.

4. Factory reset
There are two ways to restore the N510 to factory settings: hardware factory reset and software factory



Your Trust Worthy Industrial IoT Partner

User manual

33 www.pusr.com

reset.
 Hardware factory reset
Step 1: Find the RESET button
Step 2: After the device is powered on,hold down the RESET button 3-15s and release the RESET button
 Software factory reset
Choose System, click the Restore Factory Defaults and select OK. N510 will complete the factory reset
operation by itself.
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